WH®OPMAIIMOHHAS MAMSITKA
JUISI OBYYAIOIMXCS JJ1s1 PASMELLEHUS
HA O®UIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXJIbIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIBINIE, a IIKOJHHUKHA OJHH U3
CaMbIX AaKTHUBHBIX IOJb30BaTenerd PyHera. Mexay TeM, MOMHMO OrPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET U MpoOaeMbl. ITa maMsATKa JOJDKHA MOMOYh Tebe Oe30MmacHo
HaXOJIUTHCS B CETH.

KomnbroTepHble BUPYChI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX ITPOrPaMM, OTIIMYUTEIbHON
O0COOEHHOCTBIO KOTOPOM SIBIIIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO. B JomoiHeHne K 3ToMy,
BUPYChl MOTYT TOBPEAUTh WJIM TOJHOCTBIO YHHYTOXHUTH Bce (ailibl M JaHHBIE,
MOJIKOHTPOJIBHBIE I0JIb30BATEN0, OT MMEHHM KOTOpOro Oblja 3amylieHa 3apa)KeHHas
MporpaMMa, a TakKe MOBPEIUTh WJIM JaKe YHUUTOXXUTh ONEPALMOHHYIO CUCTEMY CO BCEMHU
¢aitamu B 1ie10M. B O0IBIIMHCTBE clIyyaeB pacIpOCTPAHSIIOTCS BUPYCHI Y€PE3 HHTEPHET.

MeTo/1bI 3aIMThI OT BPEAOHOCHBIX MPOrPaMM:

1. Mcnonbp3yil COBpEMEHHBIE ONEPAlMOHHBIE CUCTEMBI, UMEIOIINE CEPBbE3HBIA YPOBEHBb
3aIIUTHI OT BPEIOHOCHBIX IIPOTPaMM,;

2. TlocrossHHO ycTaHaBiMBail mautu (UU(pPOBBIE 3amaaTKUA, KOTOPbIE aBTOMATHYECKU
YCTaHABIMBAIOTCSI C IEJIbI0 JIOPAaOOTKHM TMpOTpaMMbl) M JIpyrue OOHOBIICHHSI CBOEH
orepanmoHHoi cucteMbl. CkaunBaii KX TOJIBKO C OPUIIMAIbHOTO caiiTa pazpaborunka OC. Eciu
CYIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHHSI, BKIIFOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEpPE IMOJ MpaBaMH MOJIb30BATENs, a HE aAMUHHCTPATOPA.
OTO HE MO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTpaMM HHCTAUIMPOBATHCS HAa TBOEM
[IEPCOHAIILHOM KOMIIBIOTEPE;

4. Ucnonp3yil aHTUBUPYCHBIE MPOrPAMMHBIE MPOAYKTHl U3BECTHBIX MPOU3BOIUTENEH, C
aBTOMATHYECKUM OOHOBIJICHHEM 0a3;

5. Orpannyb GU3NYECKUI JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIUII;

6. Mcnonp3yil BHEIIHME HOCUTENU MH(POpPMALMHU, TaKue Kak ¢uielika, JUCK win ¢aili u3
MHTEPHETA, TOJBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBaii KOMIIbIOTEPHBIE (DalIIbl, MOTYyYEHHBIE U3 HEHAIEAKHBIX HCTOUHUKOB. J{axe
Te (paiisbl, KOTOpPBIE MPUCIAT TBOM 3HAKOMBIN. JlydIie yrouHu y HEero, OTHpPaBIISUI JI OH Tebe
uX.

Ceru WI-FI

Wi-Fi - 310 He BUI nepeiaun JaHHBIX, HE TEXHOJIOTHs, @ BCEro JIMIIb OpeH 1, Mapka. Eme
B 1991 rony Hunepnaniackas kommnanus 3apeructpuposaia opens "WECA", yto o6o3Hauano
cioBocoueranue "Wireless Fidelity", koTopslii mepeBoauTcs kak "O6ecrpoBogHas TOYHOCTH".

Jlo Hamero BpeMeHH Jouuia Japyras a0OpeBuaTtypa, KOTOpas SBISETCA TakKOW >Ke



TexHoyioruei. Ito adbopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHIAPT
BbICIIEH 3ByKoBOM TexHukU Hi-Fi, 4To B nepeBoie 03HavaeT "BbICOKask TOUHOCTH'.

Jla, OecruiaTHBI MHTEPHET-IOCTYN B Kade, OTeNAX U a’pomnopTax SBIAETCA OTIMYHOU
BO3MOXHOCTBIO BbIX0J1a B MHTEpHET. Ho MHOTHE 3KCIEpThI CUUTAIOT, YTO 001Ie0CcTyIHbIE Wi-
Fi cetu He sBisitoTcst 6€30MacCHBIMU.

CoBeThI 10 0€30IacHOCTH pabOTHI B 00IIe0CTYIHBIX ceTsax Wi-fi:

1. He mepenmaBaii cBoro nuuHyro HHpopMamnuio uvepe3 obOmemoctynHeie Wi-Fi cerw.
PaGoras B HUX, jKeTaTeIbHO HE BBOJUTD MAPOJIU JOCTYIIA, JOTUHBI U KAKHUE-TO HOMEPA;

2. Vcnonp3yit 1 OOHOBIISII aHTUBUPYCHBIE MIPOrpaMMbl U OpaHamayep. TeM cambIM Thl
obe3onacuulb ce0s OT 3aKaYKU BUPYyca Ha TBOE YCTPONUCTBO;

3. Ilpu wucnonn3oBanuu Wi-Fi otkmoun ¢ynkuuo "OOmmit goctyn k daiinam u
npuHtepaMm". JlaHHas (QyHKIUS 3aKpbITa [0 YMOJYAHHUIO, OJIHAKO HEKOTOPBIE IMOJIb30BATENN
aKTUBUPYIOT €€ AJis yA00CTBa UCIOJIb30BaHUS B pad0Te WK yueoe;

4. He ucnons3yit myOnuunsii WI-FI mist mepegaun JUYHBIX JaHHBIX, HAPUMED JIs
BBIXO/a B COLIMAIBHBIE CETU WK B JICKTPOHHYIO TTOYTY;

5. Wcnonw3yit Tosibko 3amuiineHHoe coeauHenue yepes HTTPS, a ve HTTP, T.e. nipu
Habope BeO-anpeca BBOaM UMEHHO "https://";

6. B moOunbsHOM Tenedone otkimoun pyHkuuio "lonkmouenue k Wi-Fi aBromatuuecku".
He momyckaiif aBToMaTHueCcKOro MoAKII0YeHHs yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CounuajbHbIe CeTH

CoumanbHble CETH aKTUBHO BXOJIAT B HAII'Y KU3Hb, MHOTHE JIIOU Pa0OTAIOT U KUBYT TaM
nocTosiHHO, a B Facebook yke 3aperucTpupoBaH MUJUIMAP]] YEIOBEK, UTO SIBISETCS OJHOU
ceIbMOM BCEX JKUTENeH IiiaHeThl. MHOrHe Mosib30BaTelld HE MOHUMAIOT, YTO MH(pOpMalus,
pa3MelleHHas MU B COLIMAIbHBIX CETSIX, MOXKET OBbITh Hai/leHa U MCIIOJIb30BaHa KeM YTO/IHO, B
TOM 4HCJIe HE 00s13aTEBHO ¢ OJIarUMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO 0E30ITACHOCTH B COIIMAJIBHBIX CETAX:

1. Orpanuub cnucok apy3ed. Y T1eOs B Jpy3bsiX HE JOJDKHO OBITH CIy4yalHBIX U
HE3HAKOMBIX JIFOJIeH;

2. 3amuniaii cBOro 4acTHY!O ku3Hb. He yka3biBail maponu, TenedoHsl, agpeca, AaTy TBOETO
POXACHUS U APYTyI0 JUYHYIO MH(OPMAIUIO. 3IOYMBINIICHHUKA MOTYT HMCIIOJIb30BaTh JIaXke
MH(OPMAIIHMIO O TOM, KaK Thl U TBOM POJUTENH TUIAHUPYETE MPOBECTH KAHUKYJIbI;

3. 3amuiaii cBOIO penyTaluio - AepKU €€ B YMCTOTE U 3ajaBail cebe BOMpoc: XOTel Obl
TBI, YTOOBI IPYTHE MOJIb30BATENN BUACTH, YTO ThI 3arpyxaeisb? [logymaii, npexae uem 9ro-To
oIyOJIMKOBAaTh, HAIMCATH U 3arPY3HTh;

4. Ecnu TBI TOBOPHILB C JIIOJbMH, KOTOPBIX HE 3HAELIb, HE UCIIONIB3YH CBOE peabHOE UMS
U APYTYIO JIUYHYIO HH()OPMALIMK: UMsI, MECTO KMTEIBCTBA, MECTO yueObl U Mpoyee;



5. N36eraii pazmemienus ¢potorpaduii B IHTEpHETE, IIe THI H300pakeH HA MECTHOCTH, 11O
KOTOPOU MOYXHO OIIPEJEIUTh TBOE MECTOIIOJIOKEHNUE;

6. [Ipu peructpanuu B COIMATBHON CETH HEOOXOAMMO HCIOIB30BaTh CIOXHBIE Mapoy,
cocTosIue u3 OykB U U(Pp U ¢ KOTUIECTBOM 3HAKOB HE MEHEE §;

7. Jnsd couMallbHOW CETH, MOYTHl U JPYTUX CAMTOB HEOOXOIMMO HCIIOIH30BAaTh Pa3HbIC
napoiu. Torna eciau Te0s B3JIOMAIOT, TO 37I0YMBIIIJIEHHUKY MOJIYYaT AOCTYI TOJBKO K OJTHOMY
MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBbIE IEeHbI'H

DONEeKTPOHHbBIE JEHBIM - ATO OYEHb YNOOHBIH CIOCOO IJIATEXEH, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

SHeKTPOHHBIe JCHBI'M IOABUIIMCH COBCCM HCAABHO M MMCHHO H3-3a 3TOI'O BO MHOI'HMX
rocygapCTtBax a0 CHUX IIOP HC MPOIHUCAaHO IMPO HUX B 3aKOHAX.

B Poccun ke oHn (yHKIMOHUPYIOT U O HUX YK€ MPOIKCAHO B 3aKOHE, TJI€ UX Pa3JIestoT
Ha HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HUIIa B TOM, UTO aHOHUMHBIE - 3TO T€,
B KOTOPBIX pas3peuiaercs MPOBOAUTH oOmepanuu 0e3 HAeHTHU(UKAIMKU NOJIb30BaTeNs, a B
HEaHOHUMHBIX WICHTU(UKALNS 0JIB30BaTeNs ABIsETCS 003aTeIbHOM.

Taxoke crneayeT pasnuyaTh >JEKTPOHHBIE (UAaTHbIE ACHBIH (PaBHBI TOCYJapCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHbIE HE(UATHBIE JEHBIU (HE PaBHBI TOCYIaPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 O€30MAaCHOMN paboTe € ANEKTPOHHBIMU JI€HbIaMHU:

1. IIpuBsixu K cueTy MOOWIBHBINA TenedoH. ITO caMblil yIOOHBINM M OBICTPBINA CITOCOO
BOCCTaHOBHUTH JOCTyn K cuery. [lpuBsizaHHbii TenedoH MOMOXET, eciu 3alynenrb CBOU
MJIATEKHBIN MapoJib I 3aii/IelIb HA CAUT C HE3HAKOMOT'0 YCTPOMCTBA;

2. Vcnonb3yit onHopa3oBbie mapond. [locne mepexona Ha yCHICHHYIO aBTOPU3AIINIO TeOe
YK€ He OyJIeT yrpoXkKaTh OMACHOCTh KPakH MJIW TIEpexBaTa IUIaTeKHOTO MapoJis;

3. Beibepu cnoxHbIil napois. [IpecTynHukam Oynet He MPOCTO yraaaTh CIOKHBIN MapoJlb.
HanexxHble maposu - 3T0 napoiiu, KOTOpbIe coiepKaT He MEeHee 8 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE M MPOMHUCHBIE OYKBBI, MU(PPHI U HECKOJIBKO CHUMBOJIOB, TaKME KakK 3HAK JI0JUIapa,
¢dyHTa, BOCKIUIATEeIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIC JAHHBIE HA CaiiTaX, KOTOPHIM HE TOBEPSCIIIb.
JIEKTPOHHAA MOYTA

DNEeKTPOHHAs MOYTa - 3TO TEXHOJOTHUS U MPEJOCTABISEMbIE €10 YCIYTH 10 MEPEChUIKE U
MOJIYYEHUIO D3JIEKTPOHHBIX COOOIICHHWM, KOTOpbIE PacHpeleNsIFOTCS B KOMIBIOTEPHON CETH.
OOBIYHO ~ DJIEKTPOHHBIM  TOYTOBBIA  SUIMK  BBIMJISLAUT  CIEAYIOUIMM  00pa3oM:
UMS_TIOJIb30BaTeISI(@UMsI_JoMeHa. Takke KpoMme IMepeJadyd MpPOCTOro TEKCTa, HMEeTCs
BO3MOXHOCTD TepenaBaTh (paisbl.

OcHOBHBIE COBETHI 0 06€30macHOM padoTe C IEKTPOHHON MOYTOM:



1. Hamo BBIOpaTh MpaBWIbHBIN MOYTOBBIM CEpBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIlle TOBEPSATh TEM, KOTO 3HACIIb U KTO MEPBHIA B
pEUTHHTE;

2. He yxka3piBail B JIMYHON MOYTE JUYHYIO MHpopMmanuio. Hampumep, nydiie BbIOpaTh
"My3bIKaTbHBIA (paHaT@" wnm "pok2013" BmecTo "Temal3";

3. Mcnonp3yii IBYXATANHYIO0 aBTOPHU3ALHUIO. DTO KOTJa MOMUMO Hapojis HY>KHO BBOJIUTH
KOJ, MpUChLIaeMblii mo SMS;

4. BoiOepu cnoxHbId mapoib. i KakJoro moYTOBOTrO SIIMKA JOJKEH OBITh CBOMU
HAJICKHBIM, YCTOMYMBBIN K B3JIOMY I1apoJib;

5. Eciim ecTh BO3MOXKHOCTH HAalUCaThb CAMOMY CBOM JIMYHBIA BOIPOC, UCIOIB3YH 3Ty
BO3MOKHOCTD;

6. Hcnonb3yil HECKOJBKO ITOYTOBBIX AIMMKOB. IlepBBIM il 4YacTHOM MEpPENHUCKH C
azgpecaTaMu, KOTOPBIM Thl JOBEPSCIIb. JDTO JIEKTPOHHBIA aApec HE HAJ0 WCMOJb30BATH MPH
peructpaiuu Ha popymax u cairax;

7. He oTkpbIBaii (haidiibl U Ipyrue BIOKEHUS B TUChMAaX, JaKe €CJIM OHH MPHIILITN OT TBOUX
npy3eit. Jlydiine yTouHu y HUX, OTIIPABIISIIN JTU OHU TeOe 3TH (aiiiibl;

8. Ilocne okoHUaHUsT pabOTHI HAa MOYTOBOM CEPBHCE MEPE]T 3aKPHITHEM BKIIAJKU C CAUTOM
He 3a0y]b HaXaTh Ha "BeiiT".

Kn6epOyJJIMHI WM BUPTYaJIbHOE U3/1€BATEIHLCTBO

KubepOymmuHr - npecienoBanue cOOOMIEHUSIMU, COACPKAIIIUME OCKOPOJICHHS, arPECcCHIo,
3aIyruBaHue; XYJIUTaHCTBO; COIIMAIbHOE OOWKOTHPOBAHKE C TIOMOIIIBIO PA3IMYHBIX HHTEPHET-
CEpPBHUCOB.

OcHoBHBIE COBETHI 110 OOPHOE ¢ KUOEPOYIITUHIOM:

1. He 6pocaiics B 60#t. JIyumnii cnoco0: moCOBETOBATHCS KaK ceOst BECTH U, €CJIA HET TOTO,
K KOMY MOXHO OOpaTHTbCS, TO BHauaje YCIOKOUThCA. Ecinu ThI HayHEeNb OTBEYaTh
OCKOPOJICHUSMH Ha OCKOPOJICHUS, TO TOJBKO €I1e OOJIbIIe Pa30ikOKeTb KOH(DIUKT;

2. Ynopasisiii cBoelt kubeppenyTaluei;

3. AHOHMMHOCTb B CETH MHHMas. CYHIGCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOUT 3a
AHOHUMHBIM dKKaYHTOM;

4. He crouT BecTn XynuraHckuii 00pa3 BUPTyaldbHOW kHU3HU. HTEpHET QUKCHUpPYET Bce
TBOM JICHCTBHSI U COXPAHAET UX. Y JAIUTh UX OyJeT KpaiiHe 3aTpyTHUTENBHO;

5. Coburoiaii CBOO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuanunblii HeratuB. OIHOPa30BbIe OCKOPOUTENIbHBIE COOOLIEHUS JIydIle
UrHopupoBatb. OOBIYHO arpeccus MpeKpamiaeTcs Ha Ha4aJlbHOM CTa/luu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMU, B COIIMATBHBIX



CCTAX €CTh BO3MOXKXHOCTD 6J'IOI(I/IpOBKI/I OTIIpaBKH COO6HI€HHI>1 C OIIPCACIICHHBIX aApPCCOB;

8. Ecmum Tb1 cBunmerens kubepOyiuinHra. TBou AEWCTBHUS: BBICTYHNUTH MPOTHUB
npeciieioBaresis, MNoKa3aTb €My, YTO €ro ACHCTBUS OLEHUBAIOTCS HETATUBHO, IMOJJEPXKATh
KEPTBY, KOTOPOH HYyKXHa IICHUXOJIOTMYECKAasi IOMOIIb, COOOIIUTH B3pOCIBIM O (QakKre
arpecCUBHOTO MOBEJICHUS B CETH.

MooOnabHbIH Tes1eoH

CoBpeMeHHbIE cMapT(OHBI U IUIAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIIbIH (GyHKIIMOHAT,
U Telepb OHU MOTYT KOHKYPHpPOBAaTh CO CTAallMOHAPHBIMU KOMIIboTepaMu. OJIHAKO, CPEICTB
3aIUTHI JJ11 TOJJOOHBIX YCTPOMCTB MOKa OYEHBb Maslo. TeCTUpOBaHUE U MOUCK YA3BUMOCTEN B
HUX TPOUCXOAMT HE Tak MHTeHCHBHO, Kak ans IIK, To ke camoe kacaercss 1 MOOWIBHBIX
MIPUIIOKEHHAM.

CoBpeMeHHBIE MOOWITBHBIE Opay3ephl YK€ MPAaKTUYECKU JOTHAIU HACTOJLHBIC aHAJIOTH,
OJIHAKO pacIIupeHue (PyHKIHMOHAJIa BJIEUYET 32 COOOW OOJBIIYI0 CIOXHOCTh M MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMUTENHN BBIMTYCKAIOT OOHOBIICHHUS, 3aKPHIBAIOIINE KPUTUUYECKUE
YSA3BUMOCTH ISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /I 0€30MacHOCTH MOOUIIBHOTO TenedoHa:

Huuero He siBisieTcss mo-HacTosleMy OecruiaTHbIM. byab ocTOpoXeH, BeAb Korjaa tede
npeaIaraloT 0ecIuiaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IIATHBIC YCIIYTH;

Jymaii, mpex e ueM otrpaButh SMS, poTto unu Bugeo. Thl TOUHO 3HACIIb, T/I€ OHU OYTyT
B KOHEYHOM UTOTE?

Heo6xoauMo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Hcnonb3yii aHTUBUPYCHBIE TIPOTPAMMBI JIJIS1 MOOMJIBHBIX TelIe(hOHOB;

He 3arpy)1<al“4 MPHUIIOKCHUA OT HCU3BCCTHOI'O MCTOYHHWKA, BEAb OHU MOTYT COACPIKATH
BpCAOHOCHOC IMIPOIrpaMMHOC O6CCHC"I€HI/IG;

[Tocrme Toro kak ThI BBIMJCIIL C caiiTa, T/ie BBOAWI JIMYHYIO WH(MOpMANHIO, 3aiiiu B
HaCTpOUKHU Opay3epa u yaanu cookies;

HCpI/IO)II/I‘IeCKI/I HpOBGpHﬁ, KaKHC IIJIAaTHBIC YCIIYTI' aKTUBUPOBAHbI HA TBOEM HOMCPE,

JlaBaii cBoif HOMep MOOUIILHOTO TelaedOoHa TOJIBKO JIOASIM, KOTOPHIX Thl 3HACIIb U KOMY
JOBEPSICILIb;

Bluetooth momken ObITh BBIKIIIOUEH, KOT/a Thl UM HE TIOJNIb3yenibesi. He 3a0biBait nHOT 1A
MIPOBEPSATH ATO.

Online urpsi

CoBpeMEHHbIE OHJIAWH-UIPBl - O3TO KPAaCOYHbIE, 3aXBaThIBAIOLINE Ppa3BICUYCHUS,
O00BEIMHSIONINE COTHHU THICAY YEJIOBEK M0 BceMy MUpy. Urpoku uccrieayor naHHbId UM MUD,



00IIarTCs APYT C APYTOM, BHITIOJHSIOT 3a/IaHUs, CPAKAIOTCA ¢ MOHCTPAMH M TIOJYYarOT OIBIT.
3a yZOBOJIBCTBUE OHHU IUIATAT: MOKYMAIOT JUCK, OTUIAYMBAIOT AOOHEMEHT WM MPUOOpPETaroT
KaKHWe-TO OMIHU.

Bce »Tm cpeactBa uMayT Ha NOJNJEpKaHWE W Pa3BUTHE WIPbl, a TAaKKE Ha camy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCS CHUCTEMBl aBTOPHU3ALMM, BBIMYCKAIOTCS HOBBIE IaT4u
(urdpoBbIe 3a1IaTKU I IPOrPaMM), 3aKPhIBAIOTCA YSI3BUMOCTU CEPBEPOB.

B HOI[O6HBIX Urpax CTOUT OImaCcaTbCs HC CTOJIBKO CBOHX COIICPHHUKOB, CKOJIBKO KpaXKu
TBOCT'O MMapoOJisdd, HA KOTOPOM OCHOBAaHA CHUCTEMa aBTOpU3aIlUU OOJBIINHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroit urpok BeaeT cedsl MI0X0 WM CO3/1aeT Te0e HeMPUATHOCTH, 3a0J0KUpYH
€ro B CIIICKE UTPOKOB;

2. HOX(aHYﬁCH AJIMHUHHUCTpATOPAaM UI'PbI HA IINIOXOC ITIOBCACHUC 3TOI'O UI'POKA, JKCIIATCIIbHO
IMPHUIIOKUTH KaKHUC-TO JOKA3aTCIIbCTBA B BUAC CKPHUHOB,

3. He yka3bIBail 1MuHYy10 HHPOPMALIUIO B MpOQaiiyie urpsbl;
4. YBaxall Apyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeoduIIMaaIbHBIE TTATYH U MOJIBI;

6. cnionp3yii c10>KHBIE U pa3HbIE MTapOJIH;

7. Haxe BO Bpems WUIpbl HE CTOMT OTKJIIOUYATh aHTUBUpPYC. [loka Tel urpaemis, TBOU
KOMIIBIOTEP MOTYT 3apPa3UTh.

OUIIHHT WIN Kpa’ka JUIHBIX JaHHBIX

OOBIUHOM KpaXkell JeHET U JOKYMEHTOB CETOHS YK€ HUKOTO HE YJIMBHIIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUHA 3JIOYMBIIUICHHUKH TEPEMECTUIIMCh B MHTEPHET, U MPOJOKAIOT
3aHUMATHCA "JMIOOUMBIM" IEJIOM.

Tak mosiBUIIaCh HOBasl yrpo3a: WHTEPHET-MOIICHHUYCCTBA WM (DUIIMHT, TJIaBHAs IICI]b
KOTOPOT'O COCTOMT B IMOJYyYECHHUH KOH(MUICHIMAIbHBIX JaHHBIX IMOJIb30BaTENICH - JIOTMHOB W
naposieii. Ha anrmuiickom si3bike phishing unraercs kak gumunr (ot fishing - peiOHast 0B,
password - maposib).

OcHOBHBIE COBETHI IO OOPHOE C PUITUHTOM:

1. CHC}II/I 3a CBOMM aKKayHTOM. Ecau th1 Moa03pEBaclIb, YTO TBOS aHKETA ObL1a B3JIOMaHa,
TO H€O6XOJII/IMO 3a6J'IOKI/IpOBaTI> cCu COO6HII/ITI> aIMUHHCTpPATOpaM peCypca 00 3TOM KaK MOKHO
CKOpEe;

2. Ucnonb3yit 6e3o0macHbie BeO-CaliThl, B TOM YHCIIE, MHTEPHET-MAara3nHOB U IMMOMCKOBBIX
CHUCTEM;

3. Ucnonw3yli crnokHBIE W pa3Hble Mapoiid. Takum oOpa3oM, eciau TeOs B3JIOMaroT, TO
3JI0YMBIIIEHHUKH TTOJIYYaT JOCTYI TOJIBKO K OJTHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;



4. Ecnu Te0s B3710Majii, TO HEOOXOUMO MPEIyNpPEeIuTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBIIeHbI y T€OS B IPY3bAX, O TOM, YTO T€Os B3IOMAJIH U, BO3MOKHO, OT TBOETO UMEHU OyJIeT
pacchuIaThCs CIIaM U CCHUIKU Ha (DUILIMHTOBBIE CalThI;

5. YcranoBu HagexHbli napois (PIN) Ha MoOWIbHBIN TenedoH;
6. OTKIJIIOYM COXpaHEHHE MapoJis B Opaysepe;

7. He oTkpbIBaii (haiiiibl U Ipyrue BIOKEHUS B TUChMaX, Ja)Ke €CJIM OHH MPUIILIIN OT TBOUX
npy3eil. Jlydiie yTouHu y HUX, OTIIPABIISIIN JIU OHU TeOe 3TU (haitsibl.

Hudposas penyranus

[Mu¢poBas penyrauus - 3TO HEraTWBHAs WIM MO3UTHMBHAs MH(pOpMalus B CETH O Tebe.
Kommpomerupyromast nHpopManus, pa3MelieHHass B UHTEPHETE, MOKET CEPbE3HBIM 00pa3oM
OTpa3UThCS Ha TBOEH peanbHOI xu3HU. "LlmdpoBas pernyraiusa” - 3T0 TBOM UMHJIK, KOTOPBIH
bopmupyetcs U3 HHPOpMauu o0 Te0e B MHTEPHETE.

TBOE MeCTO KUTENbCTBA, YUeObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH XapaKTepa
U pacckasbl 0 OJM3KUX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue noapoCcTKH JETKOMBICIIEHHO OTHOCATCSA K MyOJIMKaluy JUYHOM MH(OpMaluu B
HuTepHeTe, He MOHUMast BO3MOXKHBIX MOCIEACTBHM. ThI Taxke HE CMOXKELIb J0ralaThCsl O TOM,
qT0 (poTorpadus, pazmenieHHas S5 1eT Ha3aj, cTajla IPUYMHOM OTKa3a NPUHATH Te0s Ha padoTy.

KommenTapuu, pazmenienue TBoux ¢pororpaduii u qpyrue 1eHCTBUS MOTYT HE HCUE3HYTh
JlaKe MOCJIe TOT0, KaK Thl UX yJalulb. Thl HE 3HAEIIb, KTO COXPaHHJI 3Ty HH(POpMAIIHIO, ITomaja
JM OHAa B TOMCKOBBIE CHCTEMBl M COXPAaHWJIACh JIM OHA, a IJIABHOE: YTO IMOAYyMaroT O Tebe
OKpY Karoliue J01, KOTopble HAUAYT U yBUAAT 3T0. HailT nudopmanuo MHOTO JIET CIIyCTs
CMOJKET JII000M - Kak M3 A0OpbIX MOOYXJIEHUH, TaK U C HAMEPEHUEM MPUYUHHUTH Bpea. ITO
MOXET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIUTE U(PPOBON penmyTaiuu:

1. Tlogymaii, mpexae 4eM 4YTo-TO MyOJWMKOBaTh M TmepefaBaTh y ceOs B Ojore wim B
COITMAJIbHOM CETH;

2. B HacTpoiikax npoduisi yCTaHOBH OIpaHUYEHHS] Ha IPOCMOTP TBOETO MPOPUIIS U €ro
COJIEPKUMOT O, cienail ero ToJIbKo "1j1s Apy3eit”;

3. He pa3smemiaii u He yka3biBail HH(OpMaIMIO, KOTOPast MOXKET KOro-TH00 OCKOpOJIAThH
W 00MXKaThb.

ABTOpPCKOE IPABO

CoBpeMeHHBIE IKOIBHUKH - AKTHUBHBIE MOJIB30BATENN IIUPPOBOTO MpOocTpaHcTBa. OqHAKO
JaJieKo He BCE 3HAIOT, YTO MOJB30BaHNE MHOTMMH BO3MOYKHOCTSIMHU IU(POBOTO MUpa TpeOyeT
COOJTIO/IEHUS TTPaB Ha UHTEIJIEKTYaIbHYIO0 COOCTBEHHOCTb.

Tepmun "uHTEIUIEKTyanbHas COOCTBEHHOCTH' OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSM
YeJI0BEYECKOro yMa, HaunHasi C HOBbIX U300peTeHUH 1 3HaKOB, 0003HAYAIOIINUX COOCTBEHHOCTD



Ha MPOAYKTHI M YCIOyrd, M 3aKaH4MBas KHUramu, QortorpadusimMu, KUHOPUIBMAMHU MU
MY3bIKAJIbHBIMH POU3BEICHUSIMH.

ABTOpCKHME TIpaBa - 3TO MpaBa Ha MHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JUTEPaTypbl U HCKycCTBA. ABTOPCKHE IIPaBa BBICTYIAIOT B KAYECTBE FAPAHTUU TOTO, YTO
MHTEJUIEKTYaIbHBINA/TBOPUECKHUM TPy aBTOpa HE OyJeT HANpacHBIM, JacT €My CIpaBeIMBbIC
BO3MOXKHOCTH 3apab0TaTh Ha pe3yibTaTaX CBOETO TPYAa, HOJYUYUTh U3BECTHOCTh U MPU3HAHUE.
Hukro ©0e3 paspemieHuss aBTOpa HE MOXET BOCIPOM3BOAUTH €ro  IPOU3BEICHUE,
pPacipoCTpaHATh, TyOJIMYHO JEMOHCTPUPOBATH, TPOJaBaATh, UMIIOPTUPOBAThH, TyCKATh B IIPOKAT,
myOJIMYHO UCTIONHSATH, TOKA3bIBATH/UCIIONHATH B 3(upe win pazMeniats B IHTepHeTe.

Hcnonp3oBanue "HI/IpaTCKOFO" IIpOorpaMMHOI'O oOecIeYeHnsT MOXKET IIPpUBCCTU K MHOT'UM
puUCKaM: OT IOTCPHU AJAaHHBIX K TBOUMM dKKayHTaM 0 6J'IOKI/Ip0BKI/I TBOCTO YCTpOﬁCTBa, rac
YCTAaHOBJICHA HCJICTAJIbHAA IIpOorpaMma. He cTrout Takxe 336BIBaTB, YTO CYHICCTBYIOT JICTAJIbHBIC
n OecIIaTHBIC IIporpaMmabl, KOTOPBIC MOKHO HAlTHU B CETH.

O nopraue

CereBHU4OK.p - TBOH TJIaBHBIM COBETYMK B CETH. 37€Ch Thl MOXEIIb Yy3HAaTh O
0€30MaCHOCTH B CETH MOHSTHBIM U JOCTYITHBIM SI3BIKOM, & TP BO3HUKHOBEHUU KPUTHUUECKOU
CUTYyallud OOpaTUTHCS 3a COBETOM. A TakXe MPHUHATh ydacThe B KOHKYpCaxX U CTaTh CaAMbIM
U (POBBIM FpaKTaHUHOM !



